IHamaATKa 08 rpakaad o0  HpopuiIaKkTHKe H  NpeaynpexaeHuu
AUCTAHIMOHHBIX NpecTynieHui B cepe UH(POPMALUOHHO-
TeJICeKOMMYHHKAIIHOHHBIX TEXHOJIOI il

ITAMSATKA nns rpaxkiad o npodUIaKTUKE U MPETYIPEKICHUN TUCTAHIIMOHHBIX
npecTyruieHu# B cepe nHHOPMaIMOHHO-TEIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHM:
UToObI HE OKa3aThCs KEPTBOU MOIIEHHUKOB HEOOXOIUMO 3HATh CIEAYyIOIIee:

— COTPYJHUKHU JIIOOOT0 OaHKa HUKOTA HE MPOCSAT COOOIIUTH TaHHBIC BaIllEH KapThl
(HOMEDp KapThl, CPOK €€ AEHCTBUSI, CEKPETHBIA KO Ha OOOPOTHON CTOPOHE KapThl),
TaK KaK y HUX OJJHO3HAYHO UMEIOTCS Ballll TaHHBIC;

— HE MpU KaKUX OOCTOSTENbCTBAX HE COOOIIATh JaHHBIE Ballel OaHKOBCKOMU
KapThl, a TaK K€ CEKPETHBIN KOJI Ha 00OPOTHON CTOPOHE KaPTHI;

— XpaHUTh MUH-KOJ OTJEIBHO OT KapThl, HU B KOEM CJIyyae He MUCaTh MUH-KOJ] Ha
caMoi OaHKOBCKOH KapTe;

— He co00IIaTh MUH-KOJ TPETHUM JIUIIAM;

— ocTeperarbes «Teae(OHHBIX)» MOIIEHHUKOB, KOTOPBIE IMBITAIOTCS BBECTH Bac B
3201y X ICHUE;

— Jyuimie wu30erath TeNePOHHBIX Pa3TOBOPOB C IMOJ03PUTEIBHBIMU JIIOJIBMH,
KOTOpbIE TIPEJCTABIISIOTCS COTpYIHUKAMU OaHKa, HE OOHTECh MpepBaTh Pa3roBop,
IPOCTO KIIAJIUTE TPYOKY;

— BHUMaTenbHOo ynTaiite CMC coobuieHus npuxosiue oT 0aHKa;

— HUKOTJIa U HHUKOMY HE COOOIIaiiTe Mapojid, U CEKPETHbIE KOJbI, KOTOpPHIE
npuxoast Bam B CMC coobuiennn ot 6aHka;

— IOMHUTE, YTO TOJBKO MOILIEHHHMKH CIPAlIMBAIOT CEKPETHBIE Mapojiv, KOTOpbIE
npuxoasiT k BaM B CMC cooOmieHuu ot 6aHKa;

— COTPYJIHUKHM OaHKa HUKOT]Ia HE MOIPOCST Bac MPOUTH K OaHKOMATY;

— €CJIM Bac TONPOCHJIM TPOUTH ¢ OaHKOBCKOMW KapTod K OaHKOMAaTy, TO 3TO
OYEBUIHO MOILICHHUKH;

— HE NOKyNalTe B UHTEPHET — Mara3uHax TOBap IO SIBHO 3aHMKEHHON CTOMMOCTH,
TaK KaK 3TO OYE€BUIHO MOIIEHHUKHU;

— HUKOTJIa HE TIEPEBOJAUTE JE€HEKHBIE CPEJCTBA, €CIM 00 3TOM Bac MPOCHUT CAENaTh
Balll 3HAKOMBIN B COLIMAJIBHOM CETH, BO3MOXHO MOIIEHHHKHU B3JIOMaJId aKKayHT,
CHayaja CBSDKUTECh C ’TUM YEJIOBEKOM U y3HAWTe JAEHCTBUTENBHO JIM OH MPOCUT Y
BAC JICHBIH;

— B cetd «IHTepHeT» He MEepEeXOIUTE MO CChIJIKAM HA HEU3BECTHBIE CAlThI;

— JIeCTByWTe OOJlyMaHHO, HE€ TOPOIUIMBO, MOMHUTE, 4TO «becrmaTHblii ChIp
TOJIbKO B MBIIIEIOBKEY.

I/IHTepHeT-MOHIeHHI/I‘-ICCTBO - HaMsATKa OJIA IrpaxKaadn
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MNo3appasnsem! Bol Boivirpanu
asTomobune Audi A8.

\nonpoﬁuocm no TenedoHy.
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Bbl  nomy4yuium  3JEKTPOHHOE
COOOIIEHHE O TOM, YTO Bbl BBIMIPAJIN
aBTOMOOWJIb W Bac MPOCAT NEPEeBECTH
JACHBIH JUIs OJIyYeHus pusa’?

HUKOI'JIA He ornpasasiiite
JeHbI'H HEe3HAKOMbBIM JIHIIAM Ha HX
IeKTPOHHbIE CYeTA.

Ho.umlme, Mo 6epPOoAMHOCHb
eblucpamb npus, He ApuHUMAas
yuacmusi 8 posbicpbliie CmpemMumes K
HYI0, a GEPOAMHOCMb eo3epama
()(’.H(’Z, HEPEHUCTICHHbIX HA (IHOHIL»WHbll}
IAEKMPOHHBL 17 KOouiénex
3AOYMBIUIEHHUKOG, U MO20 MEHbUUE.

B mocnenHve ToAapl MUPOKYIO MOMYJISAPHOCTh MOMYYUIM CMC-PAaCChUIKH WA
AJNIEKTPOHHBIE MUChMA C COOOIIEHUSIMH O BBIUTPHIIIE ABTOMOOUIISL JTMOO APYTUX
IIEHHBIX TpU30B. J[[Js TOMyYeHUS «BBIUTPHINIA» 3JTOYMBIILIEHHUKH OOBIYHO
NPOCAT TIEPEBECTH Ha OJIEKTPOHHBIE CYETa OMNpEeIeNIeHHYI0 CyMMY JEHer,
MOTHBHUPYS 3TO HEOOXOJWMOCTBHIO YIUIATHI HAJOrOB, TAMOXXEHHBIX MOILIUH,
TPAHCIIOPTHBIX pacxogoB u T.A. [locrme momydeHus ACHEXKHBIX CPEICTB OHH
MEPECTAIOT BBIXOJUTH HA CBS3b JTUOO MPOCST MEPEBECTU JTOMOIHUTEIBHBIE CYMMBI
Ha 0(OPMJICHUE BHIMTPHIIIA.

Orpaauth cebst OT MOJOOHOTO pojJia MPECTYIUICeHU TpeaenbHo mpocto. [Ipexne
BCEro0 HEOOXOAMMO OBITH OJIaropa3syMHBIM. 3alyManTeCh HaJ T€M, IPUHUMAIIHN JIH
BBl YYacCTHE B PO3BITPHIIIE NMPU30B? 3HAKOMA JIM BaM OpTraHMU3aIusi, HAIlpaBUBIIAs
yBeZoMIIeHHe O BbIUTphIe? OTKyaa opraHU3aTopaM akKIWU HW3BECTHHI Ballu
KOHTaKTHbIE JaHHble? Eciu BbI HE MOXKETE OTBETUTHh XOTs Obl HA OJUH W3 ITHX
BOIIPOCOB, PEKOMEHIYEM BaM MPOUTHOPUPOBATH MOCTYIHBIIEE COOOIICHNUE.

Ecnu BBl pemmian WCOBITaTh CYACTbe U BBHIUTH HA CBA3b C OpPraHU3aTOPAMHU
PO3BITPHIIIA, TMOCTAPANTECh TMOMYYUTh OT HHUX MAKCHMAaJIbHO BO3MOXKHYIO
uHpopmaIio 00 aKIuH, YCIOBHSIX y4acTHs B HEHl W MpaBUiaX €€ MPOBEICHUS.
[ToMHUTE, YTO YNOMHMHAHME BalIeTO MMEHHW Ha IHTEepHer-calite He SBIAETCA
MOATBEPKACHUEM JTOOPOMOPSAIOYHOCTA OPraHU3aTOPOB AaKIUM W TapaHTHEH
BaIllerO BBIUTPHIIIA.

JIrobast mpochba TepeBeCTH JACHEKHBIE CPEACTBA [IJISl TONMYYCHHS BBIMTPHIIIA
JI0JI’KHA HACTOPOXKUTH Bac. [lOMHHTE, 94TO BBIUTPHIII B JIOTEPEIO BICYET 3a COOOU
HAJIOTOBBIC OO0S3aTENBCTBA, HO TMOPSIOK YIUIAThl HAJIOTOB pPETJIaMEHTHPOBAH
JEHCTBYIOIINM 3aKOHOIATETLCTBOM U HE OCYIIECTBIISIETCS TTOCPECTBOM MEPEBOIA




ACHCIKHBIX CPCACTB Ha JJICKTPOHHBIC CYUHCTA I'paXJaH H opraHmauHﬁ niMn T.H.
«QJICKTPOHHBIC KOIICIIBbKN)).

BYI[BTC 6I[I/ITCJ'IBHBI U IIOMHHUTC O TOM, 4YTO OJIA TOIO, 9TOOBI YTO -TO BBIUTPATD,
H€O6XOI[I/IMO INPUHUMATb YU4aCTHUC B PO3BII'PBILIC. Bce YIIOMHUHAHUA O TOM, YTO Balll
HOMCD SBJIFICTCA «CYACTJIMBBIM» MW OKa3aJiCd B CIIMCKC YYaCTHHKOB JIOTCPCH,
SIBJIAIOTCS, KaK IIPaBHJIO, JIUIIb YHOBKOﬁ AJI1 TPUBJICYCHHA BAllICTO BHUMAHMA.

CHTYALMSI 2

Apple iPhone 58 16GD (cepetpucTbii)
| o \ 12380 @ 15000 py6

Cpow AsALToNR KapTW
4 PRE VO iy vomenes Haseg

Bbl perunim KynuTh B UHTEPHET-
MarasuHe HOBBIH MOOHIILHBIH
tenedoH, HOyTOYK wid doroanmnapar
MO0 CYNEpHpHBIECKATEIbHON LEHE, HO
Mara3uH MPOCUT NEPEYUCTUTD
npejporary?

HUKOI'IA ne nepeuncasiiite
JAeHbI'H HA YNIEKTPOHHbIE KOLIEJIbKH

(8] FRER=] < RN I H cYeTa MOOMJIBHBIX Te/1e(POHOB.
Onnara n ocraska Homuume 0 mom, Ymo
2 Yamdes e v v UHMEPHEM-MA2aA3UH He Modicem
L“w‘ npuUHUMame ONIamy 3a HNOKYHKY 6

maxou gopme. Ecau eac npocsam
oniamums Mosap ¢ UCNOJIb306AHUEM
MEPMUHAN0E IKCNPECC-Onaamol Wil
nepeeecmu 0eHbU HA INEKMPOHHBIU
Kowlenex, 6epoamHocmes mo2o, 4mo 6ol
CMOAKHYIUCH ¢ MOWEHHUKAMU Kpauie

6bICOKA.

Hepenku ciiyyam MOIIEHHUYECTB, CBSA3aHHBIX C JESATEIbHOCTBIO HHTEpHET-
Mara3uHOB U CaWTOB TIO MPOJIake aBUaOUJIeTOB. UeM MpHUBIEKAIOT MTOTEHITUATBHBIX
xepTB momieHHUKU? [Ipexae Bcero - HEOOOCHOBAHHO HU3KUMHU IieHamu. [lpum
3aKa3e TOBAPOB BaC IIOMPOCAT BHECTU IPENOIUIATY, 3a4acTylO0 IyTEM BHECECHUS
JNEHE)KHBIX CPEACTB HA HEKUM BUPTYAJbHBIM KOIIEJIEK MOCPEACTBOM TEPMHUHAIA
dKcTpecc-omiaTel.  Jlamee wMarasmH B TEUYCHHE HECKOJIBKMX JHEH Oyner
MPUAYMBIBATH OTTOBOPKH M OOEmaTh BaM CKOPYIO JIOCTaBKY TOBapa, a IMOTOM
OecclieTHO UCUe3HET JIM0O0 MPUILIET HEeKAaYeCTBEHHBIN TOBAp.

Ilenp mOMOOHBIX CaWTOB — OOMaHYTh MAaKCHMAJIbHOC KOJWUYECTBO JIFOACH 3a
KopoTkuii cpok. Co3nate MHTepHET-callT CeroiHss — JeJ0 HECKOJIbKUX MHUHYT,
MO3TOMY BCKOpPE TMOCJE MPEKpamieHuss padoThl CalUT BO3POAUTCS TO JAPYrOMY
azpecy, C APYrUuM AU3alHOM U MOJ IPYTUM HA3BaHUEM.

Ecnu BBl XOTHTE KynuTh TOBAap MO MNPEAOIUIATE IOMHUTE, 4YTO CEPbE3HBIE
NutepHer-mMarasunbl He OynyT TMPOCUTh Bac MNEPEUYUCIUTh JIEHbI'M Ha
BUPTYaJIbHBIN KOIIENEK Wiu cueT MmoOuibHoro tenedona. [loumure nadpopmanuo



0 MarasuHe B ceTh VHTepHeT, MOCMOTPUTE, KaK JOJIr0 OH HAXOAUTCS Ha PBIHKE.
Ecnu BBl uMeere [€i0 C CaMTOM KPYyHHOM WM WU3BECTHOM BaM KOMIIAHUH,
yOenuTech B IPaBUIBHOCTU HAIUCaHMWs aapeca pecypca B aJpecHOM CTpOKe
Bamero Opaysepa. Ilpu HeoOxoaumocTn NOTPeOYHTE OT aJMUHUCTPATOPOB
Mara3uHa MpeA0CTaBUTh BaM MH(POPMALIUIO O IOPUIUUYECKOM JIMLE, TPOBEPHTE €€,
UCIIOJIb3Ysl OOIENOCTYHbIE 0a3bl JaHHBIX HAJIOTOBBIX OpPraHOB U PEecTp
IOPUANYECKUX JIMIl. YOeauTech B TOM, YTO BBl 3HAETE aJpeC, MO KOTOPOMY BbI
CMOXKETE HalpaBUTh IMPETEH3UI0 B Cly4yae, €clid Bbl OyJeTe HEJA0BOJIbHBI
ITOKYIIKOH.

CUTYALIUSA 3
Be! nonyuuim cMc-coobiueHue o
- = 18:42 @® | ToM, uTO Bala OaHKOBCKasi KapTa
3abiokupoBaHa?

KOOpAHHATaM, YKa3aHHbIM

Yeaxaemblil knueHT. Bawa COO0LIeHHH, He Nepe3BaHHBANTe HA
kapTa 3abnokuposaHa. [ins HOMEp, ¢ KOTOPOro OHO NPHILIO, H
pa3bnokupoBaHuns oTnpasbTe He OTHPABJSIHTE OTBETHBIX CMC.

\CMC Ha KOPOTKUA HOMEp . Camobim npasuibHbiM peuieHuem

@ r ~ W 8 Oak, BHINYCMUGUIULL
_ | e6cayvacusarowuii sauy Kapmy.

Terechon 6banka 6wl Haldeme
obopome sawelt Kapmbi.

HUKOI'IA He ornpasasiite
HHKAKHX [ICHEKHBIX CpeICTB 1o

6 OanHou cumyayuu 6yoem no3eoHums

3aMEeTHO Y4YacCTWJIHCh CJIy4ad pACCBUIKM CMC-COOOIICHHM,  COAEp KaIIuX
uH(pOpMAIIO O TOM, YTO OAHKOBCKas KapTa aOOHEHTa 3a0JOKHMpPOBaHA B CHILY
psina npuuuH. MHorma momoOHBIE COOOIIEHUs COAEpX aT TPHU3BIB TMEPEBECTH
JICHBTH I pa3OJOKMPOBKU KapThl, MHOTJA aOOHEHTa MPOCIT TO3BOHHUTH WIIH
OTIIPAaBUTh CMC Ha KOPOTKHI HOMEP.

Heo0xonuMo mMOMHUTE O TOM, YTO €IMHCTBEHHAs OpPTaHMU3AIUsl, KOTOpas CMOXKET
porHGOPMHUPOBATH BAaC O COCTOSTHUH BaIllell KapThl — 3TO 0aHK, 00CITYKUBAIOITUI
ee. Ecim y Bac ecTh MOJO3pPEHHST O TOM, YTO C Balll€d KapTOW 4YTO —TO HE B
MOPSJIKE, €CIIA BBl TOJYYHJIA CMC-YBEIOMJICHHE O €€ OJOKMPOBKE, HEMEIJICHHO
oOpatutech B OaHk. TenegoH KIMEHTCKON Ciy>)kObl OaHKa OOBIYHO yKa3aH Ha
o0opoTte kapTel. He 3BOHHTE U HE OTHPABIANTE COOOIIEHNS HA HOMEPA, YKa3aHHBIC
B CMC-yBEJOMJICHUH, 32 TO MOYKET B3UMAThCS JOTOTHUTEIIbHAS TIJIaTa.



CUTYALIUS 4

AVITORD |
facebook |
molotok.ru

[J KOHTAKTE

Ha NEKTPOHHOMN JOCKe
O0BSBIICHHH WM B COLMAJILHON CeTH
Bbl HalUIX TOBap, KOTOPBIH TaK J0JIro
HCKAJIH, ¥ CTOMT OH HAMHOIO JICLIEBIIE
4eM B JIPYyrux mecrax?

HUKOI'JIA He nepeunciasiiite
JAeHLI'H HA YIEKTPOHHbIE KOLIEJIbKH,
He YOeHBIIHCH B 0J1aroHA/IeKHOCTH
KOHTpareHTa.

Brumamenvro nocmompume e2o
peumune HaA  00CKe  00bABIEHUL,
novyumaume OMmM3bi6bl opyeux
nokK; _1..'name.=wz‘1, nouwiume llH(l)()p.l!(l Uuro
O HEM 6 cemu ”Hﬂl(?])H(?In. 11 ()()}-’.H(Iﬁﬂl@
HAO mem, novyemy moeap npooaemcs

npooaesey.

OpauH U3 MONyJIAPHBIX CIIOCOOOB MOIIIEHHUYECTB, OCHOBAaHHBIX HA JJOBEPHUH CBSI3aH
C pa3MelieHueM OOBSABICHUNH O MPOJaKe TOBAPOB Ha AIIEKTPOHHBIX JOCKaX
OoOBSIBIICHUHA W HMHTEpHET-ayKuHoHaxX. Kak mnpaBmiio, MOIIEHHUKH MPUBIEKAIOT
CBOMX JKEPTB 3aHUKCHHBIMU IICHAMHU W BBITOJHBIMU MPEIOKEHUIMH U TPEOYIOT
MEPEYUCIIEHUS NPEIOIIAThI ITyTEM MEPEBOIA ACHEKHBIX CPEJICTB HA 3JIEKTPOHHBIN
KOLILIETIEK.

bnaropazympe moMoxeT W 3Aech. BHHUMaTenbHO U3yuyuTe OOBSIBICHHE,
MOCMOTPUTE MH(OpMAIHUIO O JKIle, pa3MecTuBIleM ero. Eciau Toprosas miomaaka
MMEET CUCTEMY PEUTHMHIOB IIPOAABIIOB, U3YYNUTE OT3bIBbI, OCTABIICHHBIE IPYTUMHU
MOKyTAaTeNsIMH, He 3a0bIBasi, OJTHAKO, O TOM, YTO MPECTYMHUKHA MOTYT OCTABIISATH
MOJIOKUTENIbHBIE OT3BIBBI O C€0E, UCIONB3Ys TOMOJHUTEIbHBIC YUYETHBIC 3aIUCH.
Bocnone3yititech UnTepHeT-monckoM. MHOrma mgoctaTtodHo BBECTH B (opMy
MOKCKa TEJEPOHHBIH HOMEp WM CETEBOM ICEBJAOHUM IPOJIABIA JJIsl TOTO, YTOOKI
OOHapYyXUTh, YTO ITHU JIAHHBIE YK€ MCITOJIb30BAIHNCH B TEJSIX XUIIECHUS TCHEKHBIX
CpeACTB U 0OMaHa MOKynaTeeH.

[TocMoTpHUTE CPEOHIOID CTOMMOCTH AHAJIOTWYHBIX TOBapoB. Yepecuyp HH3Kas
CTOMMOCTH JIOJDKHA BBI3BaTh y Bac momo3peHue. Ecmum mpomaBenr TpeOyeT
MEPEYUCITUTD EMY MOJHYIO WM YaCTUYHYIO MPEJOIUIATY 3a MPUOOpETaeMBbIil TOBaAp
Ha JJICKTPOHHBIN CUET, MOAYMANTE, HACKOJIBKO Bbl TOTOBBI JOBEPSATH HE3HAKOMOMY
yenoBeKy. [lomHuTE, YTO mepeuucrnss IeHbIM HE3HAKOMBIM JIMIAM IOCPEICTBOM
AHOHHMHBIX TUIATEKHBIX CHCTEM, Bbl HE UMEETE FapaHTUM MX BO3BpaTa B CIydae,
€CJIM CEJIKA HE COCTOUTCH.

makxk oeuu €60, V3HA ume KdKue
eapanmuu - mooicem n p(’()() cmasumbs




CHTYAIIHA 5

BeI XOTHTE IPHOOPECTH ABHAOHIETEI
gepes UHTEpHET?

HUKOI'JA  =He Ho.Ib3YHTeCh

ycayramm HeNPOBEepPeHHBIX H
HeH3BeCTHBIX CcafiTOB mo mpojaxe
OHIeTOB.

3axaxcume O6uremvl wepe3z caium
QeUaKOMNaHUU nu azewmcemea,

NOTONCUMETLHO 3APEKOMEHO0EARUILZ0 CeOR
Ha puinke. He nepesodume OJewveu 3a
ounemsl HQ 31eKMPOHHBLIE KOWETLKU UTU
sapybescuvie ciema. IIpu e03HUKHOSEHUU
nodo3pexull obpamumecs 8
NPeoCmasumeILCmeo AsUAKOMNAKUL.

[ToxynaTs aBuabwmieTsl yepe3 MHTEpHET yn00HO. Bam HEe HY)XHO HHKYJa €XaTh H
CTOATHh B ouepeasX. Bel BEIOMpaeTe peiic, nary, oljlayrBacTe OWIICT U IMOJyvacTe
€ro CIyCTS HECKOJIbKO ceKyH. CeroJiHs MHOTHE JIIOJU BHIOMPAIOT MMEHHO TaKOM
croco0 nmpuoOpeTeHus: OUIETOB HA CaMOJIeT.

EcTecTBeHHO, MOIIIEHHUKH HE MOTYT OCTaBHTh JIAaHHYIO cepy Oe3 BHUMaHHUA. 3a
NOCJIETHUN TOJ CYIIECTBEHHO YBEIWYMIOCHh KOJIMYECTBO Kalo0 Ha OOMaH MpH
MOKYTKE AJEKTPOHHBIX OwmieroB. Co3aarb HHTepHeT-caiiT mno mpoaaxke
aBUAOWIIETOB — JIeJI0 HECKOJIbKMX YacOB, Ha CMEHY €ro Ha3BaHUs, ajapeca U
BHEITHETo odopmieHus Tpedyercs erie MeHble BpemeHu. Kak mpasuiio, oomaH
packpeIBaeTCsl HE Cpa3y, HEKOTOphIe Y3HAIOT O TOM, 4YTO HX OWJIETOB HE
CYIIECTBYET, JIMIIb B a3POMOPTY. ITO Ta€T MOIICHHUKAM BO3MOKHOCTh TIEPEHECTH
cBoil VHTepHeT-pecypc Ha HOBOE MECTO W TNPOAOIKATh CBOIO MPECTYIMHYIO
JEeSTENBHOCTD MO/ IPYTUM Ha3BaHHUEM.

UtoOBbl HE HCHOPTUTH ce0€ OTIABIX WM JENOBYIO MOE3/IKYy CTOMT BHHUMATEIHHO
OTHECTHCh K TIIOKYyNKe aBHaOWIeTOB uepe3 ceTh MHTepHer. Bocmomawsyiitech
yciyramu MHTepHET-caiiTa aBUaKOMIIaHUM WM areHTCTBA IO MPOJake OWIIETOB,
JaBHO 3apeKOMeHJIoBaBiIero cedsi Ha pbiHKE. C OCTOPOKHOCTHIO OTHECHTECHh K
JIESITETPHOCTH HEM3BECTHBIX BaM CaWTOB, OCOOCHHO TEX, KOTOpHIC MPHUBJICKAIOT
Ballle BHUMAaHWE CHEIUAIBHBIMU TMPEAIOKECHUSIMH W HU3KUMHU IieHamMu. He
MEPEBOJIUTE JIEHBI'M HA AJIEKTPOHHBIC KOMICIBKH WM CUeTa B 3apyO0eKHBIX OaHKaX.
He mnonenuTech MO3BOHUTH B MPEACTABUTEIHCTBO ABUAKOMITAHUH, YTOOBI
yOenmuThCcS B TOM, YTO Balll peHC CYIIECTBYET U OWJIETHI HA HETO €Ie €CTh. JTU
MIPOCTHIC TPABUIIA MTO3BOJIAT BaM COKOHOMUTH JICHBTU U COEPEUb HEPBHI.



CHTYAIIHAA 7

OOmaeTecs B HHTEpHETE H HMeeTe

HUKOI'JA =He pa3sMmemaiite B
OTKPBITOM JOCTYIE H He mepejaBaiite
HHQOpManHI JIHYHOIO XapakTepa,
KOTOpasi MOKeT ObITh HCHO.Ib30BaHA BO
BpeJ.

Obujerue g cemu € 3HAYUMETLHOU
Mepe obeznuyeHo, u 3a gomozpaguell
NPOPUIA MOHCEM CKPLIBAMBCA KMO Y200HO.
IToumrume o moM, wmo eudeo u

bt B AT A e A 2ttt £ A

cemegoli  nepenucku, Mozym  Ouimb
COXPAHEHbI 370V MBIULTEHKUKAMU u
enociredcmsuu UCNOIL308AHY] e
NPOMUBONDASHBIX YEIAX.

Ecau el monmyunnu CMC wim MMC cooliieHne co CChUIKOM Ha CKauMBaHHE
OTKPBITKH, MY3bIKM, KapTHHKH WU KakoW -HUOYJIb MporpaMMbl, HE CIEHIUTE
oTKpbiBaTh €€. Ilepeiisi Mo CChUIKE BBl MOXKETE, CaMU TOTO HE IMOJ03peBasd,
MOJIYYUTh Ha TeJe(OH BUPYC UK 0)OPMUTD MOANUCKY HA TUIATHBIC YCIYTH.
[TocMoTpuTe, ¢ Kakoro HoMmepa OBLJIO OTMPABICHO BaM coobmieHue. Jlaxe eciau
COOOIIIEHHE TPHCIAT KTO -TO W3 3HAKOMBIX BaM JIIOJIeHd, OyAeT He JUITHUM
JIOTIOJTHUTENIBHO YOEIUTHCSI B 9TOM, BEJb COOOIIEHUE MOTJIO OBITh OTIPABJICHO C
3apaxkeHHoro tenedona 6e3 ero Begoma. Ecnu ormpaBuTenh BaM HE 3HAKOM, HE
OTKPBIBAWUTE €TO0.

[ToMHHUTE, 4YTO YCTaHOBKAa AaHTHUBHPYCHOT'O IIPOTPAMMHOrO OOECIeYeHUs Ha
MOOHMJIBHOE YCTPOMCTBO - 3TO HE MPUXOTh, @ MEPa MMO3BOJISIONIAS TOBBICUTH BaIIly
0€e30MacHOCTb.



HE OTHPbIBAWTE ABEPb HE3HAKOMBIM
NOAAM, fXKe eI OHU NPEeACTABNAOTCS
paboTHMKaMK COUMaNbHbIX, ra30BbIX,
INEKTPOCHABXKAKOLLMX CYXO,

NOAULIMM, NONUKIMHUKM, XKKX 1 T.4,
Mepe3BoHUTE U YTOUHUTE,

Hanpaensav av K Bam atoro cneupanucral

HE NIOBEPAIMTE,

ecnm Bam 3BOHAT 1 cO0BLLAIOT, YTO

Balw poaCTBEHHUK WK 3HAKOMbIHA

nonan B aBapMIo, 3a peLueTky, B 60nbHULY
wnu cosepmn ATT1, u Tenepb

33 Hero Hy>kHO BHeCTU 3anor, Wwrpad,
B3AITKY, KyNWTb AOpOr1e Nekapcrea -
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HesHakoMeLl, coo6LaeT 0 BbiUrpbiLLe,
6nokMpoBKe 6aHKOBCKOM KapThl,

0 nepecyeTe KBapTr/IaThl, CPOYHOM 0bMeHe
[eHer Ha AoOMY WK npeanaraet
npuobpecTy ToBapbl U TabNeTku

NO HU3KUM “NbrOTHLIM” LeHam?

HE BEPBTE - 3T0 MOLUEHHHUECTBO!



MHorue JIOAM CErOAHsS MONB3YIOTCS Pa3IMYHBIMH TporpamMMamMu jisi oOMeHa
COOOIIEHUSIMU M UMEIOT aKKAyHTHI B COLMAIBHBIX ceTsAX. [y MHOTHX OOIeHue B
CeTH CTaJl0 HACTOJIBKO MPUBBIYHBIM, YTO MPAKTHUYECKA MOJHOCTHIO 3aMEHHUIIO
HEMOCPECTBEHHOE )KUBOE OOIIEHHE.

[IpecTtynHMKaM B HAIlM JHA HE HYXHO MPOBOAWUTH CIIOXKHBIE TEXHUYECKHE
MEPOMNPHUATHS JIJISl TIONYUYEHHUsI TOCTyMa K MEePCOHAIBHBIM JAaHHBIM, JIOAM OXOTHO
JeNATCS UMH caMu. Pa3mernias neTanpHble CBEACHHUS O ce0e B COIMATBHBIX CETSX,
MOJTb30BATENIM JOBEPSIOT WX ThICSYaM JIIOJEH, JaleKo HEe BCE M3 KOTOPBIX
3aCITy’KHUBaIOT JIOBEpUSL.

OO611eHne B CeTH B 3HAYUTENBHONU Mepe 00e3nnueHo, 1 3a Gororpadueit mpodus
MOXKET CKpBhIBaTbcs KTO yroano. IlosTromy He ciemyer pacKpbIBaTh
MaJIO3HAKOMOMY YEJIOBEKY TaKHe MOJPOOHOCTH Bamled >KU3HU, KOTOPHIE MOTYT
OBITh WCIONE30BaHbI BO Bped. [loMHHTE O TOM, YTO BHACO M ayJUOTPAHCISIUH,
paBHO Kak W JIOTM Ballleid CETEeBOW MEpPENUCKH, MOTYT OBITh COXpPaHEHBI
37IOYMBIIUICHHUKAMH U BIIOCJICJICTBHH HCIIOIH30BAHBI B IPOTHUBOIPABHBIX IIEJISX.
He 3a0piBaiiTe, 4TO HHKTO JIyYllle Bac CaMHUX HE CMOXET M03a00THTHCS O
COXPaHHOCTH TOW JMYHOH WH(OpMAIMH, KOTOPOH BBl HE XOTUTE JEIHUTHCS C
00IIECTBEHHOCTBHIO.

DAMATKA

CogeThl 10 onpeneneHnio MHTepHET-pecypcoB, HECYIUX NOTEHIIUAIBHYIO YIPO3Y
¢uHaHCOBOMY 6JIArONONTYYHIO MTOJIB30BaTEIEH
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KAK HE CTATb XEPTBOH

MOLIEHHUKOB._ -
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Bam no3soxunu/npucnanu SMS ¢ Heu3secTHoro HoMepa ¢ npocb60K 0 NOMOLLH
621M3KOMY YenoBeky

B

‘He Bnapaiite B naHuKy, He TOPONKUTECH NPEANPUHMMATL AEHCTBHA MO
MHCTPYKUMAM HEH3BECTHBIX NI0AEH

-JajpaliTe 3BOHALLEMY BONPOCH!I IMYHOrO Xapakrepa, NOMOralolLne OTNHYHTL
61m3koro Bam yenoseka oT MOWEHHHUKA

loa N0GbIM NPEANOTOM NOCTAPaHTECH NPEPBAT KOHTAKT C COOECEAHUKOM,
NEPe3BOHUTE POAHBIM M Y3HAWHTE, BCE 1M | HUX B MOPAAKE

He ToponuTech cneaoBatb MHCTPYKLMAM M 0TBEYATL Ha 3anpoc

‘He coobuwaiite nepcoHanbHble AaHHbIe HEU3BECTHIM NIHLLAM, AAXE ECAIH OHK
NPeACTaBNAKTCA COTPYAHHKAMK BanHka

TIposepbTe HHOOPMALLHIO, NO3BOHKB B KOHTAKTHbIM LEHTP BaHka
‘HeaameanutensHo oBpaTuTeCh B NPaBOOXPaHHTENbHbIE OpraHbl

He oTkpbIBaiiTe BAOXEHHbIE DaiNbl, HE NEPEXOAKTE N0 CCiNKAM, YAANKTe
N0A03PUTENHOE COOBLLEHKE

'"CﬂOﬂb3yﬁTe aHTUBUPYCHOE NporpaMMHoe obecneyenue AnA Tene®oHoB
TONIbKO OT O@ULHANbHBIX NOCTABLLHAKOB

Jawmrute ceoi Tenedon, noaxniounte BECNIATHYIO yenyry «Cron-koHTeHT»

‘Bbl 3an04,03pHNK HHTEPHET-NPOAaBLLA B HEA06POCOBECTHOCTH

‘Heo6x0AHMO 0CTaBATLCA GAMTENbHbIM, HE NPHHUMATL NOCNELWHbIX PELIeHNH U
NpH NEPBLIX Xe NOA03PEHHAX OTKA3ATBCA OT NOKYNKH

‘Bcrpeyarses ¢ npoaasLoM B 06LLECTBEHHOM MECTe, Tak Kak 310 Haubonee
Ge3onacHbIi 1 rapaHTMpoBaHHbIA cnocol nokynku. Cneayer nepeaasars
AEHbIH NPOAABLLY NHYHO B PYKK CPasy Nocne NonyYeHus Topapa

‘Hukoraa He NepeBoAMTL HE3HAKOMbIM IMLAM AeHbIH B KayecTse npeaonnaTbl




Nudpopmanus HIb Untepniona MB/l Poccun

O CaMbIX  paCIpOCTPAHEHHBIX  BUJIAX  MOIICHHUYECKUX  JIEUCTBUU  C
WCIIOJIb30BaHUEM KOMIBIOTEPHBIX TEXHOJIOTHUH.

VYBaxaemble rpaxnaaHe! Ecium Bbpl OTHOCHTECH K AKTHUBHBIM MOJIB30BATEISM
NutepHera, To pekoMeHyeM Bam 00s13aTe1bHO MPOYUTATh ATOT MaTepuan!
MOIIEHHUYECTBO - ATO XUILEHHUE YY>KOTO UMYIIECTBA WM MPUOOpETEHHE MpaBa Ha
Yy>K0€ MMYIIECTBO MyTEM oOMaHa Wi 370ynoTpebneHus nosepuem. llogoOnas
MpecTynHasi JACATEIbHOCTh TMPECiIeayeTCs 3aKOHOM HE3aBUCHMMO OT MecTa
COBEPIIICHUS - B peajJbHON WU BUPTYaIbHOU Cpejie.

MOoIeHHUKH TTOCTOSTHHO M3BICKUBAIOT BCE HOBBIC U HOBBIE BapUAHThI XHIICHUS
qy’K0ro umyiiectBa. Kpatko ocTaHOBUMCS Ha CaMbIX PacCIpOCTPaHEHHBIX.
«bpauHbie MOIIIEHHUYECTBAY

TunuyHbI MEXaHU3M: C UCTIOJBL30BaHUEM ceTH MHTepHeT

MPEUMYIIECTBEHHO Ha CcalWTax 3HAKOMCTB TMPECTYIMHUKUA BBIOUPAIOT KEPTBY,
HaJaXXUBAIOT C HHUM DJIGKTPOHHYIO MEPENUCKY OT HMMEHHU JIEBYIICK, oOeras
npuexaTb C I1EIbI0 CO3JaHus B OyayIieM ceMbu. 3aTeM I0J] Pa3IudHbIMHU
IpeaJIoraMy «HEBECThI» BHIMAHHMBAIOT JICHBIM (HA JICUEHUE, TTOKYNKY MOOMIBHOTO
TenedoHa, MpuoOpeTeHrue OMIETOB, OIIaThl BU3bI M T.1A.). Ilepemucka Bemercs
IJIaBHBIM 00pa3oM cTyJaeHTamMu JuHrBuctudeckux BY3os. Hamnpaiennbie
KEpPTBAaMU JICHBI'M TMPECTYIMHUKU TMOJy4aroT Ha TmojAcTaBHbIX juil. [locie
MOJIyYEHUSI CPEJCTB MEPENUCKa MO/ Pa3IMYHBIMU MPEIJIOTaMH NPEKPaIaeTcs.
«IIpnobperenne ToBapOB U YCIyT MOCpeACTBOM ceTu MHTepHeT»

MBI HacTOJIBKO TMPUBBIKIM MOKYNAaTh B HMHTEPHET-Mara3uHax, 4YTO YacTo
CTAaHOBHMCSI HEBHUMATEIbHBIMH, YEM M TOJIb3YIOTCS MOIIEHHUKH. OOBIYHO cXeMa
MOIIEHHUYECTBA BBIMJISAUT TaK: CO3HAETCA CANT-OJHOCTPAHUYHUK, HA KOTOPOM
BBIKJIQJIBIBAIOTCS TOBapbl OJHOIO BHU3yaJbHOTO Mpu3HakKa. lleHa Ha ToOBaphl
OOBIYHO BEChbMa TIPUBJICKATENIbHASI, HWKE CpeaHEepPHIHOYHONH. OTCYTCTBYIOT
OT3bIBbI, MUHUMAJICH WHTEPPEIC, yKa3aHbl CKyIHbIE KOHTAKTHBIC AaHHbIC. Yare
BCEro Takue MHTEpHET-marazuubl padotator no 100% npenoruiare. Ilepenucka o
NpUOOPETEHUH TOBAPOB BEAETCS C HCIOJIB30BAHUEM DJIEKTPOHHBIX MOUYTOBBIX
AMKUKOB. [10 JOrOBOPEHHOCTH € MPOAABLIOM JIEHBI'H MEPEUUCIIAIOTCS, KaK MPABUIIO,
3a rpanuiry uepe3 "Western Union" Ha nMeHa pa3iauduHbiX jdroaeid. KoHedHno ke,
MICEBI0-TIPOIABELL MTOCTIE MOIYUYEHUS JICHET ncue3aer!

«Kpuk o momommm»

OnuH W3 caMbIX OTBPATUTENBHBIX CIMOCOOOB XUIICHHS JEHEXHBIX CpeACTB. B
WHTEpPHETE TMOABISIETCS Jylliepa3guparoiias HCTopus O OopbOe MaJeHbKOTrO
YyeloBeKka 3a JkKu3Hb. Bpems uaér Ha dacel. CpoyHO HEOOXOAMMBI J1OpPOTHE
JeKapcTBa, onepauus 3a rpaHunedl u T1.1. IIpocsaT oka3zarhb moMomip Bcex
HEPABHOJYIIHBIX U MEPEBECTH ACHBI'M HA YKa3aHHbBIE PEKBU3UTHI.

Mpbl He npu3bIBaeM OTKa3bIBaTh B MoMOIM BceM kTo mpocut! Ho! Ilpexnae uem
MEePEBOJUTh CBOU JICHBbIU, MPOBEPHTE - MMEIOTCS JIM KOHTAKTHBIE JaHHBIC JIs
CBSI3U C POIUTENAMHU (POACTBEHHHKAMH, ONeKyHamu) peO€nka. [lo3BoHUTE HM,
HaWJIUTE WX B COIICETAX, MOOOIIAUTECh U YOSIUTECh B YECTHOCTH HAMEPEHHUII.
«DULITHT»



SBnsiercss HamOosiee OMacHBIM M CaMbIM  PACHPOCTPAHEHHBIM  CIOCOOOM
MolleHHHYecTBa B uHTepHeTe. CyTh 3aKiioyaeTcs B BhIMAHMBAHUU Y >KEPTBbI
naposien, NnuH-KoaoB, HoMepoB U CVV-komoB. Cxem, KOTOpbIE MOMOTarOT
MOIIIEHHUKAaM TMOJTY4YUTh HY>KHbIE CBEICHUS, OYE€Hb MHOTO.

Tak, ¢ TOMOIIBIO CHAM-PACCHUIOK MOTEHUUAIBHBIM JKEPTBAM OTIPABIISIIOTCS
MOJIOXKHBIE TTUCHhMA, IKOOBI, OT UMEHH JIETAIBHBIX OpPraHU3aIlil, B KOTOPBIX J1aHbI
yKa3aHus 3aiTU Ha "CaWT-IBOMHHUK' TAKOTO YYPEKICHHS U NOATBEPAUTH MapOJy,
MUH-KOABl W JApYrylo  uH(OpMalMio, UCIOJB3YEMYIO  BIOCIEICTBUU
3JIOYMBIIIJICHHUKAMU  JUI1  Kpaku JEHEr CcO cueTra XKepTBbl. JlocTatouHo
pacrpoCTpaHEHHBIM SIBISICTCS MPEJIOKEHUE 0 paboTe 3a TpaHuIleH, YBEIOMIICHUE
O BBIMTPBIIIIE B JIOTEPEH, & TAKIKE COOOIICHUS O TTOJIyYSeHUN HACIIEICTBRA.
«Hurepuiickue nucbmar»

OnuH W3 cambIX pacnpoOCTPaHEHHBIX BUJOB MOIICHHUYECTBA. TUmUYHas cxema:
KEpPTBA TMOJYyYAeT HA CBOKO MOYTY MHCBMO O TOM, YTO SIBJISIETCS CYACTJIMBBIM
oOyajjareieM MHOTOMUJUIMOHHOTO HACJIEACTBA. 3aT€M MOIICHHUKH TMPOCAT Y
noJiydaTessi MUChMa TIOMOIIM B MHOTOMWJUIMOHHBIX JICHEKHBIX OTEpaIusax
(monyyeHue HacneiCcTBa, MEPEeBOJ JIEHEr M3 OJHOW CTpaHbl B APYryro), ooOeras
OPOLIEHT OT cAenku. Eciu mojydarenb COTJIACUTCS y4dacTBOBAaTh, TO Y HETO
MOCTENIEHHO BBIMAHUBAIOTCA JCHBI'M SAKOOBI Ha OIUIaTy COOpOB, B3SITOK
YUHOBHUKAM H T.II.

«bpokepckre KOHTOPbI»

C mnavama tekymero roma B HIIb Hutepmona MBJI Poccum HaGmromaercs
3HAUUTENBHBIA POCT KOJWYECTBA OOpalleHW TpaxklaH, MOCTPAaBIIUX OT
NEeUCTBHIM OPOKEPCKUX KOHTOP.

B pacnopsixenuu bropo nmeercst undopmaius o caeayoumx Heqo0poCOBECTHBIX
opokepckux kommnanusix: «MXTrade», <kMMC1S» u «TeleTradey.

Jlnst Toro, 4ToOBI HE MOTEPSATH CBOM JEHBIW MPU BbIOOpPE OPOKEPCKOM KOMITAHHHU
HEeoOXonMUMO oOpaimaTh BHHMaHHE Ha CICAYIONIMEe TNPU3HAKU, KOTOpPHIE
XapaKTepu3ylT KOMIIAHWIO-MOIIIEHHUKA: OO€IIaHue BBICOKUX IMPOLICHTOB,
OTCYTCTBHE pETHUCTpaluM, oOOelIaHue CTaOWIBHOW TPUOBUIM  HOBHUYKAM-
Tpenepam.

Ilepeq TeM, Kak [IOBEpUTh CBOM KamWTal, BHUMATEIbHO H3YyUYHUTE€ HE TOJBKO
WHTEPHET-PECYpChl, HO MW oO¢uUIHaTbHYI0 HHPOpPMAIMIO O OpOKepe H €ro
pErJIaMeHT.

Baxno! ITomHuTE, 9TO MHBECTUPOBAHME, MpejIaracMoe Ha yCIOBUSIX OPOKEPCKOI
KOMIIaHUM, BCErJa SBISETCA BBICOKO PHUCKOBAHHBIM JIaK€ TMPU HAJTUYUU
0e3ympedHOii peryTalii OPOKEPCKOii KOMITAHHH.
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IMAMSATKA
00 OCHOBHBIX CITOCO0AaX AUCTAHIIMOHHOIO MOIIIEHHHUYECTBA

HecmoTpst Ha TpWHMMaeMble TMPABOOXPAHUTECIBHBIMA  OpPraHaMH  MEpHI,
JTUCTAHITIOHHBIE XHIICHUS C UCIIOJIb30BaHUEM UHPOPMAITMOHHO-
TEJIEKOMM YHHKAITUOHHBIX TEXHOJIOTHI CTPEMHUTEIHHO HAOUPAIOT CHUITY.
MoIeHHUKH yMEJIO KCIOJB3YIOT BCIO TOCTYIMHYIO HH(POPMAIHIO U COBPEMEHHBIC
TEXHOJIOTHH, pa30MParOTCs B IICUXOJIOTHUU JIIOCH, BBIHYKIAsl KEPTBY PACKPHIBATH
BCIO MH(poOpMalHio 0 cebe JTubo coBeplIaTh T€ WM UHbIE JACUCTBUS, UCIOIB3YIOT
YeloBeUeCKne cIaboCTH (CTKATENbCTBO, ATYHOCTH), YYBCTBA (COCTpalaHue,
00eCTIOKOGHHOCTH 3a OJIM3KHUX, )KAIOCTh) B CBOMX KOPBICTHBIX HHTEpECaX.
OCHOBHBIE H3BECTHBIE CXEMBI TeJIE()OHHOTO MOIIIECHHUYECTBA!

1. Cayuaii ¢ pOICTBEHHUKOM.

MOIIICHHUK TIPEJICTABISAETCS POJCTBEHHHMKOM (3HAKOMBIM) M B3BOJHOBAaHHBIM
rojocoM Mo TenedoHy CcOooOmaeT, 4To 3aJep)KaH COTPYAHHKAMH MOJUIUU 3a
copepiienue npectymienus (coepurwn JITII, XpaHwn opyxkue WIM HapKOTHKH,
HaHEC TSOKKUE TEJIECHBbIE TOBpekIeHus). Jlamee B pasroBop BCTyHaeT SKOOBI
corpyaHuk momunud. OH YBEpEHHBIM TOHOM COOOIIAeT, 4YTO YyKe€ He pa3
«moMorai» JoAAM TakuMm oOpazom. Ho ecnm paHbplie [OeHBI'M TPUBO3WIH
HETIOCPEICTBEHHO €My, TO ceifuac JCeHbI'M HEOOXOIUMO TPUBE3TH B OMPEICIICHHOE
MECTO, TIepeIaTh KaKOMY-JTMOO YelloBeKy, 00 mepeBecTd Ha cueT (A0OHEHTCKUIM
HOMeED TesedoHa).

2. Po3bITphII IpU30B (3TO MOTYT OBITh TeJie)OH, HOYTOYK, aBTOMOOUJIIb U . ).

Ha Ttenedon aboHeHTa COTOBOW CBS3M MPUXOIAUT CMC-COOOIIEHHE, U3 KOTOPOIO
CJIeIyeT, YTO B Pe3yJbTaTe MPOBEICHHON JIOTEPEU OH BBIMTPAJl aBTOMOOMIIb. [is
YTOYHEHUS BCEX JIeTalied TMOTEHIMATbHOM KEpPTBE MpeajiaracTcsi IMOCETUTh
OTIPEJICTICHHBIA CAaUT M O3HAKOMHUTHCS C YCIOBHUSIMU aKIMH, JUOO MO3BOHUTH IO
OJIHOMY W3 yKa3aHHBIX Tele(oHHBIX HOMEPOB. Bo Bpems pasroBopa mno tenedony
MOIIIEHHUKH COOOIIAlOT O TOM, YTO JJs BBIMOJHEHUS HEOOXOIUMBIX
dbopmanbHOCTEH (YIUTaTHl TOCIIONUIMHBI, O(OPMIICHHUS HEOOXOIUMBIX TOKYMEHTOB,
OIJIaThl 32 KOMHCCHIO TIEPEeBOJIa) CYACTIMBOMY O00JalaTento HOBEHBKOTO
aBTOMOOMJIST HEOOXOIUMO TIEPEUYUCITUTh HA CYET YKa3aHHYI0 UMHU CyMMY, a 3aTeM
HaOpaTh OMpENEICHHYI0 KOMOMHAIMIO IU(GP U CUMBOJIOB, SIKOOBI JJI MPOBEPKH
MOCTYIUICHUSI JIGHET Ha CYeT W TOJMy4YeHHUs «Koja perucrpamum». Kak Toiabko
KEPTBa 3aBEpIIACT YKAa3aHHbIC MAHUITYJISIIIUU, CUET OOHYIAETCS, a MOIICHHUKU
MCYE3al0T B HEM3BECTHOM HAIIPABJICHUH.

Ecnu BBl y3Hamm O TpPOBEJEHUW JIOTEPEH TOJIBKO TOTNA, KOT/Aa «BBIUTPAIIN
aBTOMOOWJIb, €CJIM Bbl HE 3alOJHSIM 3asBKY Ha y4acTue B Heil 1MO0 KaKUM-IHOO
APYTUM CHOCOOOM HE MOATBEPXKAAIU CBOE YUaCTHE B PO3BITPHILIE, TO, BEPOSITHEE
BCETr0, Bac MbITAlOTCsl 00MaHyTh. byabTe OCTOPOKHBI!

3. SMS-mpocroa.

AOOHEHT moJiy4aeT Ha MOOWIbHBIM TenedoH coobiieHue: «Y MeHs MpoOJeMBbl,
MO3BOHU IO TaKOMY-TO HOMEpPY, €CIIdi HOMEp HE€ OCTYIICH, IOJIOKH Ha HETO
OTIPEJICIICHHYI0 CYMMY U TIEpE3BOHM». UeIOBEK MOMOHACT CUET U Mepe3BaHUBAET,
TenedOoH MO-TIPEKHEMY HE JJOCTYIICH, a JICHBIH BEPHYTh YK€ HEBO3MOXKHO.



4. TenedoHHblii  3aka3  OT  PYKOBOAMUTENEH  MPABOOXPAHUTENIBbHBIX U
rOCy/IapCTBEHHBIX OPTaHOB BJIACTH.

Ha  Tenepon  aboHeHTa  (IpeANpUHHUMATENS,  PYKOBOAUTENS  OOBEKTa
OOLIECTBEHHOTO MHTAHMS, TOPrOBOr0 LIEHTpa JUOO HUX COTPYAHUKAM U JIp.)
MOCTYIMAET 3BOHOK OT IMPaBOHAPYLIUTENsI, KOTOPBIA MPEACTABISIETCS OJHUM W3
PYKOBOJUTENEH MPaBOOXPAHUTENIBbHBIX OPraHOB (IPOKYypaTyphl Topojia W Ap.) U
MPOCUT TOMOJHUTh CYET €ro TeiaedoHa, IOMOJHUTENIBHO K J3TOMY IPOCHT,
Harpumep, 3a0pOHUPOBATH CTOJNIMK B PECTOPAaHE U COOOIIAET, YTO MO MpUE3ay Ha
o0BeKT paccuurtaerca. He npoxupasce mnpuessna sKoObl JOJKHOCTHOIO JIMIIA,
PYKOBOJICTBYSICh MPUHIIMIIOM YBa)XXCHUS U JOBEPHUS K PYKOBOJMUTEIIO HAa3BAaHHOU
JOJKHOCTA B IMPABOOXPAHUTENbHBIX OpraHax, MOTEPIEBIIUNA MEPEBOJUT Yepe3
TepMUHAJI OaHKa, MO0 yepe3 MHble (PMHAHCOBBIE YCIYTH JIEHEKHBbIE CpPEACTBa B
YKa3aHHON CyMME.

5. IInaTHBIN KOJI.

[locTymaer 3BOHOK, SIKOOBI OT COTPYJHHUKA CIYXObl TEXHUYECKON MOIACPKKH
ormepatopa MOOWUJIBHOM CBSI3W, C MPEMIOKEHHEM  MOAKIIOYUTH HOBYIO
HKCKIIIO3UBHYIO YCIIYTY WA I TepeperucTpalud BO U30€KaHUE OTKIIOUCHUS
CBSI3M M3-3a TEXHUYECKOTO COOsI, WU JIJISl YIYUIIeHHs KauecTBa cBsi3u. [ 3Toro
a0OHEHTy mpejyaraerca HaOpaTh TMOJ JUKTOBKY KOJ, KOTOpPBIA SIBIsE€TCA
KOMOMHAIMEN I OCYLIECTBICHUS MOOMIIBHOTO TIEPEBO/IA JIEHEKHBIX CPEICTB CO
cuyeTa a0OHEHTa Ha CUYET 3JI0YMBIIIJIEHHUKOB.

6. lllTpadHbie canKMK onepaTopa.

37MOYMBIIIVIEHHUK ~ TPEJCTABISETCS  COTPYIHUKOM  CIY>KOBI ~ TEXHUYECKOM
NOJIJIEPKKU  oTlepaTopa MOOWJIBHOW CBA3M M COOOLIAET, YTO aOOHEHT CMEHUII
Tapu(HBINA IJIaH, HE ONIOBECTUB ONepaTopa (TakKe MOT'YT ObITh BApHAHTHI: HE BHEC
CBOCBPEMEHHYIO  OIUIaTy, BOCIOJB30BAJICA  yCIyraMd  poyMuHra  0e3
NpEeNyNpeKIeHUs1) W, COOTBETCTBEHHO, €My HEOOXOJUMO OIUIaTUTh wmTpad B
OTIPEJICTICHHOM pa3Mepe, KyIUB KapThl SKCIIPECC-OIIAThl U COOOUTUB UX KOJIBI.

7. OmuOOYHBIN TIEPEBOI CPEJICTB.

AGoneHTy mnoctynaer SMS-coollieHre o MOCTYIUIEHWH CPEACTB Ha €ro Cuer,
MEePEeBEACHHBIX C MOMOIIBIO ycIyru «MoOwibHbBINH nepeBoay. Cpa3y mocie 3Toro
MOCTYIAET 3BOHOK U MY)KYHMHA (MJIH JKEHII[MHA) COOOIIAET, YTO OMMOOYHO TIEPEBENT
JICHBIH Ha €ro CYEeT, MPU 3TOM MPOCUT BEPHYTh UX 00paTHO TeM ke «MOOUIbHBIM
nepeBoioMm». B meldcTBUTEILHOCTH IEHBI'M HE MOCTYIAIOT Ha TeNe(OH, a YeJIOBEK
IIEPEBOIUT CBOM COOCTBEHHBbIE CpeacTBa. EcCiIM IMO3BOHUTH MO YKa3aHHOMY
HOMEpPY, OH MOXET ObITh BHE 30HBI JocTyna. Kpome TOro, CymiecTBYIOT TaKHe
HOMEpA, MPU OCYIIECTBICHUU BBHI30BA HA KOTOpHIE ¢ TejedoHAa CHUMAIOTCS BCE
CpeJICTBa.

8. IIpeanoxenue nonyunts goctyn kK CMC-nepenucke 1 3BOHKaM aOOHEHTA.
VYuuThiBasgs CKIOHHOCTh HEKOTOPBIX TPAXKJIAaH «IOUIMUOHUTH» 3a OJIU3KUMU U
3HAKOMBIMHU,  3JIOYMBIIUJICHHUKAMHU  HUCIOJB3YeTCs  CIeaylomas  cxema
MOIIIEHHUYECTBA B ceTh VIHTepHET: mMoJIb30BaTEN0 MPEAJaraeTcsa H3y4YuTh
collepKaHUE CMC-COOOIIEHWH M CHHMCOK BXOJSIIMX M MCXOASIIMX 3BOHKOB
uHTEepecyrolero aboHeHTa. [l 3Toro HEOOXOIMMO OTHPABUTH COOOILICHHE



ctoumocThio oT 10 mo 30 pyOneil Ha yka3aHHBIA KOPOTKMH HOMEp M BIMCATh B
npeiaraemyo hopmy HoMmep Tenedona aboOHEHTA.

[locne Toro, Kak Moab30BaTENb OTIPABISIET CMC, C €r0 CYETA CIUCHIBAETCS CyMMa
ropazno Oosbllle TOW, YTO ObLIa YyKa3aHa MOILIEHHHKaMH, a HHTEpeCyoIas
uH(pOpMaIKs BIOCIEICTBUM TaK U HE MOCTYIIAET.

9. [Ipogaxa uMyIecTBa Ha UHTEPHET-caTax.

[Ipu 3BoHKe Ha TenedoH, pa3MmelieHHb Ha WHTepHeT-caliTax OOBABICHUN
(AButo, ®aplloct, lpom u 1ip.) NpaBOHAPYIIUTENb MPOCUT MOMOJHUTH CYET €ro
TenedoHa, 1100 COOOIUTh JaHHBIE U HOMEP KapThl MOTEPIEBIIETO JIJIsi IEPEBOa
JICHE)KHBIX CPEJCTB B KauecTBe 3aaaTka 3a ToBap. [locine cooOiieHusi JaHHBIX
KapThl IPOUCXOAUT CIIMCAHUE JIEHEKHBIX CPEACTB.

10. HoBas cxema teneOHHOro MOILIEHHUYECTBA « BUITMHTY.

OnHol U3 pacpOCTPAHEHHBIX CXeM KHOEpPIPECTYIHUKOB B MOCJIEIHNUE TObI CTal
«BumMHrY — 3TO BHUJ MOLIEHHUYECTBA, MPU KOTOPOM 3JIOYMBILUICHHUKU IO
JOOBIM MPEIJIOTOM BBIHYXIAIOT HAC NMPEIOCTaBIATh KOH(PHUICHIIMAIBHBIE TAHHbIE
B «HAIIUX COOCTBEHHBIX MHTEPECAX», TO €CTh UCKYCCTBEHHO CO3/1a€TCS CUTYaIlMs,
TpeOyrolas MOMOIIHU OT CIEeIHATIUCTA.

Ilens MOIIEHHUKOB TOJ JIOOBIM TIPEIJIOTOM U3BJIEYb CEKPETHYIO JIUYHYIO
uHpopmanmio o Kpeautke. s mosydeHHMs JOCTyna K KOH(MUIECHIUAIbHBIM
JAHHBIM BJIAJI€TbI[a MHUMBIE TTOMOILTHUKHA HCTOJB3YIOT Tele(OHHYIO CBSI3b KaK B
aBTOMAaTU3UPOBAHHOM PEKHMME, TaK U HAMPSIMYI0 OT MHUMOIO «OIEpPallHOHHUCTA
0aHKOBCKOT'O CEKTOpa.

Bo MHorux ciy4asx B T€YeHUE IHS HaM IMOCTOSHHO HAYMHAKOT 3BOHUTH Ha
MOOMJIBHUK C HE3HAKOMOI0 MOCKOBCKOTO HOMepa, HauuHaomerocss Ha 495.
3BOHKH C MOCKOBCKHX HOMEPOB OOBIYHO HACTOJBKO HACTOWYUBHI (MHOTIA [0
JECATH 3BOHKOB 3a JICHb), YTO MbI 3a4aCTYyI0 YCTYIA€M U OTBEYAEM HA HUX.

Kak Tompko MBI OTBEYaeM Ha 3BOHOK, HaM Cpa3dy COOOINAIT BaXHYIO
MHGOPMAIIMIO O BO3HUKIIUX MpoOJIeMax C Halled KapTod, HampuMep, 4TO OHa
3a0JI0KMpOBaHa, a ciayk0a Oe3omacHOCTH OaHKa TMpeaoTBpaTHiIa IOMBITKY
HECAaHKIIMOHUPOBAHHOIO CIHCAHUSA. 3aTeM 3BOHALIMU MpeajaracT IOMOIIb B
CJIOKUBLIEICS CUTYyallH, HA KOTOPYIO MHOTHE U3 HAC COTJIALIAOTCH.

Hac yOexnaroT B CpOYHOM pEIIEHUWH BO3HUKILEH CHUTyallMM, TOKa €Ile He Bce
JEHBI'M YKpaJeHbl. OUeHb MOCIEN0BATENbHO MOUIEHHUKN CTAPAIOTCS MOJIYYUTh OT
HAC BCIO JIMYHYIO HHPOPMAIIUIO O KPEAUTKE, MPUCHIIAIOT HOBbIe maponu u [TMH
kogbl B CMC-yBenoMJICHHSIX. Y CIIOKaWBAIOIIMM  TOJOCOM  «OaHKOBCKHE
pabOTHUKMY MpeIaratoT pa3IndyHble BO3MOYKHBIE BAPUAHTHI 3aIUTHI.

JoragateCsi O TOM, 4YTO JIFOOE3HBIM IOMOIIHMK Ha JPYroM KOHIIE IPOBOJA
ABJIAETCSI MOILIEHHMKOM HE BCErJa JIETKO, HO B JIOOOM Ciy4yae 3TO BO3MOJKHO.
M3HayaibHO MOKHO MOONAarofapuTh 3a OAUTEIBPHOCTh U Y3HATh JOJIKHOCTH,
WHULMAIbBl 3BOHUBILIErO COTPYIHHUKA KPEIWTHOM OpraHW3alMM W TMPEANpPHUHSTH
MOMBITKY JO3BOHUTHCS MO rOpsiYei TMHUU.

Hcnonp3oBaTh ISl BBISICHEHUSI CIOXUBIICHCS CUTYallMUd JIy4Ille APYrol CBOM
HOMEpP, IOTOMY YTO HAa CErOJHSALIHUN JEHb Yy BbIMOrarejeil CylIeCTBYIOT
TE€XHOJIOTUH, TO3BOJIAIOUIME II€PEHANpPABIATh BCE IMOCIEAYIOIIME 3BOHKH Ha
Teae(OHHOE YCTPOHCTBO MOILIEHHUKOB.



11. Xumenus ¢ kapT, NOJKIIOYEHHBIX K ONIUU OECKOHTAKTHBIX MJIaTEXKEM.

Jlna npoBeneHMs OILIaThl IO TaKOM KapTe JOOCTAaTOYHO IPUIOKHUTH €€ K
tepmuHainy. Beon IIMMH-koma He TpeOyercs ecnum cymma He npesbimaeT 1 000
pyOnei. [Ipy 3TOM KOIMYECTBO PAaCXOHBIX TPAH3aKIIUN HE OTPAaHUYCHO.

YToOBl MONYYUTH JEHBIU, MOLIEHHUKY Jla’)ke HE MOHAJ00UTCS BOpPOBAaTh KapTy y
kiueHTa. Eciu B 0011I€eCTBEHHOM TPaHCIOPTE MOJHECTH YCTPOMCTBO K CYMKE WIIU
KapMaHy BIIQJENbLA, TO CpEeACTBAa coUIIyTcsa. [imd 3TUX nemer MOLIEHHUKHU
U3rOTABIMBAIOT CaMOJIEJIbHBIE MEPEHOCHBIE CUUTHIBATENIM WM HUCIOJIB3YIOT
0aHKOBCKHE TEPMUHAJBI, OPOPMIIEHHBIE 110 (PUKTUBHBIM JTOKYMEHTAM.

Taxxe B TeKylleM ToAy 3JI0YMBIIUIEHHUKHU MPOJIOJKAIOT aKTUBHO MCIOJIb30BaTh
(UIIMHT B COIMAJIBHBIX CETSIX M OHJIalH-MecceHkepax. Hanbomnblyio BbIroay
MOILIEHHUKaM MPUHOCAT MaxXWHAlMU 4Yepe3 ABHUTO, C TOMOUIbIO KOTOPHIX OHH
MOJIYYalOT IOCTYT B OHJIaitH-OaHK.

12. B3niom akkayHTa Jipyra.

Jlrogn Moryt ngaxe He MOJ03peBaTh, YTO UM IMHUIIET MOCTOPOHHUM YEIOBEK O]
BUJIOM POJCTBEHHHKa, Jpyra, C TMpocbOON TMepeBoja JEHEr B CBI3U C
OPOM3OUIEAIIUM TropeM. TakuM o00pa3oM, BOHAS B JOBEpUE, MOIICHHUKH
IBITAIOTCS] YKPACTh BAIlld JIEHBIH.

13. TeneoHHOE MOILIEHHUYECTBO BO BpEeMsI TaHAEMHH.

Muorue wu3 Hac BBUAY MaHJIEMHH HAXOAWIHCh JIOMa, 4YTO AaKTUBH3UPOBAJIO
MOIIIEHHUYECTBO ¢ 0AHKOBCKUMU KapTamu 1o Tenedony. OdeHb onepaTuBHO 3TUM
MOMEHTOM BOCITOJIb30BAIMCH BEIMOTATENH C TIOMOIIbIO cMapT(oHa.

BoTr nuimib HECKOTBbKO HOBBIX TNPUMEPOB TOTO, KaK MPOUCXOAMUT TeledOoHHOe
MOIIEHHUYECTBO C TOCIEAYIOIIEN Kpaked JeHer C KpPEIUTKH, YYHUThIBAs
COBPEMEHHYIO CUTYAIUIO:

Ha Tenedon mpuxoautr CMC-yBemomiieHHME O HAYUCICHWHM KOMIICHCAIMH 3a
Hepa®oumii TIeproj; BO BpeMs MHUAESMHH, JJIs MOJYyYEHHUs KOTOPOW mpejjaraercs
NEPE3BOHUTH B OAHK U MOOOIIATHCS C MHUMBIM «COTPYAHUKOM.
3IOYMBIIIUICHHUKH 3BOHAT HAaM C YBEJAOMJICHHEM O TOM, YTO MBI SKOOBI
HAXOJIUJINCh B KOHTaKkTe ¢ 3aboneBmumu Covid-19. B cBs3u ¢ 3TiM npearaeTcs
CPOYHO C/aTh IUIATHBIA aHAJW3 Ha KOPOHABHPYC, @ YTOOBI HE HApYIIaTh PEKUM
CaMOM3OJIAIINH, «COTPYIHUKHU JTa00paTOpum» rOTOBBI MIPUEXaTh K HaM Ha oM. J{is
CPOYHOTO BbI€3/1a OpUTaibl HY’KHO COBEPUINTH IPEIOILIATY.

B o0oux ciydasx moacTaBHOW 4YeNOBEK, OyIb ATO COTPYAHHK OaHKa WM M.
NepcoHall, MpeajaraeT CBOK OHJIANH-IOMOILb, YTOOBI OCYIIECTBUTD IJIATEXK, a I
ATOrO eMy HyHa uHpopmanus o cuere. [locne momyueHuss HEOOXOAUMBIX TaHHBIX
MOUIEHHUKH BBIBOJIAT ACHBIH, & Mbl, IOBEPUHUBBIE IPAKIAHE, OCTAEMCS C HYJIEBBIM
OamaHCOM.

[IpuBeneHHBII  MEepeYeHb  MOIICHHUYECKUX CXE€M HE  OIPaHU4YMBaETCS
IPUBEACHHBIMUA IpUMepaMH. IIpecTynTHuKM HaXOAAT BCE HOBBIE M HOBBIE CXEMBI U
CHOCOOBI 17151 AOCTUKEHUSI CBOUX MPECTYIHBIX 3aMbICIIOB.

Kak yoepeubcst oT TeneOHHBIX MOIIIEHHUYECTB?

UTOoObI HE CTaTh KEPTBOU 3JI0YMBIILICHHUKOB, HEOOXOAUMO COOJ0/IaTh MPOCTHIE
npaBuwia O€30IIaCHOTO TOBEAECHHMSI M 003aTENbHO JOBECTH HX JIO0 CBEACHHS
POIHBIX M OJIM3KHUX:



- HE clieAyeT JOBEPATHh 3BOHKAM M COOOIICHUSM, O TOM, YTO POJCTBCHHHK WIIH
3HAKOMBIW TIOMAJl B aBapwio, 3aJep>KaH COTPYTHUKAMH TTOJHIIMHN 32 COBEPIICHHE
NPECTYIUICHUsI, OCOOCHHO, €CIHM 3a ATHM CIIeyeT Mpockda O TMepeUncCICHUH
JICHEXKHBIX CcpelacTB. Kak Moka3pIBacT MpPAKTHKA, OOBIYHBIA 3BOHOK OJH3KOMY
YeJIOBEKY TIO3BOJISIET pa3BesTh COMHEHHUS M IOHATh, YTO 3TO MOIIECHHUKH
MIBITAFOTCS 3aBJIAJIETh BAllTUMU CPEICTBAMH WIIH UMYIIIECTBOM;

- HE CJICTyeT OTBEYaTh HAa 3BOHKH WU SMS-co0OIIeHNs ¢ HEM3BECTHBIX HOMEPOB
C IPOCHOOM MOJOKUTH HA CUET ICHBIH;

- HE cieayeT coolmarh no TeiaedoHy KoMy Obl TO HM ObUIO CBEICHHS JIMYHOTO
XapakTepa.

CBoeBpeMEHHOE OOpallieHue B TPABOOXPAHHUTEIBHBIC OpPraHbl MOXKET TOMOYb
JPYTHM JIFOJISIM HE TOTNACThCS HAa HE3aKOHHBIC YJIOBKH TeJIE(OHHBIX MOIIIEHHUKOB.
[TpOTHBOCTOSATH MOIIEHHUKAM BO3MOXHO JIUIIIh MOBBIIIICHHOW BHUMATEIBHOCTHIO,
3JIPaBOMBICITHEM U OIMTEIBHOCTBIO.



